Power line communication, that is, using the electricity infrastructure for data transmission, is experiencing a renaissance in the context of Smart Grid. Smart Grid objectives include the integration of intermittent renewable energy sources into the electricity supply chain, securing reliable electricity delivery, and using the existing electrical infrastructure more efficiently. This paper surveys power line communications (PLCs) in the context of Smart Grid. The specifications G3-PLC, PRIME, HomePlug Green PHY, and HomePlug AV2, and the standards IEEE 1901/1901.2 and ITU-T G.hn/G.hnem are discussed.
Introduction
Smart Grids, for many, the next big technological revolution since the invention of the Internet, will play an important role in tomorrow's societies. Governments around the world are pumping large sums of money into Smart Grid (SG) research, development, and deployments, their aims being manifold. Smart Grids have the potential to reduce carbon dioxide emissions through the integration of distributed renewable energy resources, energy storage, and plug-in hybrid electric vehicles. Moreover, they can increase the reliability of the electricity supply (reduced blackout rate) by real-time measurements, monitoring and control of the generation, and transmission and distribution networks. Further, they can render the utilization of base load power plants and electricity transport infrastructure more efficient, deploying dynamic pricing and demand response strategies [1, 2] .
Besides achievements in power electronics, sensing, monitoring, and control technology, key Smart Grid enablers are the advances that in the last decade have been made in the area of telecommunications. There is a long list of complementary and sometimes competing wireless and wireline specifications and standards that can be used in Smart Grid deployments [3] . Industry adoption and large-scale customer roll-outs are still in their infancies, and it is hard to make an accurate prediction of the "winners" and "losers. " What seems clear is that power line communications (PLCs), that is, communications over the existing electrical infrastructure, will have their part to play since they provide the natural upgrade from simple electricity conductors to hybrid and bidirectional electricity and data communication solutions.
The idea of using power lines also for communication purposes has already been around at the beginning of the last century [4] . The obvious advantage is the wide spread availability of electrical infrastructure, so that theoretically deployment costs are confined to connecting modems to the existing electrical grid.
Power line technologies can be grouped into narrowband PLC (NB-PLC), operating usually below 500 kHz, and broadband PLC (BB-PLC), operating usually at frequencies above 1.8 MHz [5] . These are discussed in Sections 5 and 6, respectively. Nevertheless, the following starts out with an introduction to PLC scenarios, followed by channel, noise, and electromagnetic compatibility (EMC) aspects. Freely available complementary reading on PLC state-of-the-art can also be found in [6] . Another valuable source of the PLC-related 2 Journal of Electrical and Computer Engineering 
Domain
Actors in the domain
Customers
The end users of electricity. May also generate, store, and manage the use of energy. Traditionally, three customer types are discussed, each with its own domain: residential, commercial, and industrial.
Markets
The operators and participants in electricity markets.
Service providers
The organizations providing services to electrical customers and utilities. Operations
The managers of the movement of electricity.
Bulk generation
The generators of electricity in bulk quantities. May also store energy for later distribution.
Transmission
The carriers of bulk electricity over long distances. May also store and generate electricity.
Distribution
The distributors of electricity to and from customers. May also store and generate electricity.
literature is the recently established IEEE Communication Society's web portal on Best Readings in Power Line Communications [7] .
Communication Scenarios
Many national and international organizations are currently drawing up roadmaps for SG standards [8] [9] [10] [11] [12] . For brevity, the following orients itself on the work by the US National Institute of Standards and Technology (NIST). To structure the various areas of the Smart Grid, NIST devised a domainbased conceptual model [13] . Each domain contains actors that with the help of communications might act over domain borders. The definitions of domains and actors are reproduced in Table 1 . The interconnections between domains are displayed in Figure 1 . It has been common practice to distinguish power line communication scenarios according to operation voltages of the power lines [14] . Figure 1 links this voltage-based differentiation to the NIST conceptual model. High-voltage (HV) lines, with voltages in the range from 110 kV to 380 kV, are used for nationwide or even international power transfer and consist of long overhead lines with little or no branches. This makes them acceptable wave guides with less attenuation per line length as for their medium-and low-voltage counterparts. However, their potential for broadband SG communication services has up to the present day been limited. Time-varying high-voltage arcing and corona noise with noise power fluctuations in the order of several tens of dBs and the practicalities and costs of coupling communication signals in and out of theses lines have been an issue. Further, there is a fierce competition of fiber optical links. In some cases, these links might even be spliced together with the ground conductor of the HV system [15, 16] . Nevertheless, several successful trials using HV lines have been reported in [17] [18] [19] [20] .
Medium-Voltage (MV) lines, with voltages in the range from 10 kV to 30 kV, are connected to the HV lines via primary transformer substations. The MV lines are used for power distribution between cities, towns, and larger industrial customers. They can be realized as overhead or underground lines. Further, they exhibit a low level of branches and directly connect to intelligent electronic devices (IEDs) such as reclosers, sectionalizers, capacitor banks, and phasor measurement units. IED monitoring and control requires only relatively low data rates, and NB-PLC can provide economically competitive communication solutions for these tasks. MV-related studies and trials can be found in [21] [22] [23] .
Low-voltage (LV) lines, with voltages in the range from 110 V to 400 V, are connected to the MV lines via secondary transformer substations. A communication signal on an MV line can pass through the secondary transformer onto the LV line, however, with a heavy attenuation in the order of 55 dB to 75 dB [24] . Hence, a special coupling device (inductive, capacitive) or a PLC repeater is frequently required if one wants to establish a high data rate communications path. As indicated in Figure 1 , the LV lines lead directly or over street cabinets to the end customers' premises. Note that a considerable regional topology difference exits. For example in the USA a smaller secondary transformer on a utility pole might service a single house or a small number of houses. In Europe, however, it is more common that up to 100 households get served from a single secondary transformer substation. Further, as pointed out in [25] , significant differences exist between building types. They may be categorized as multiflat buildings with riser, multiflat buildings with common meter room, single family houses, and high-rise buildings. Their different electrical wiring topologies influence signal attenuation as well as interference between neighboring PLC networks [26] .
In most cases the electrical grid enters the customers' premises over a house access point (HAP) followed by an electricity meter (M) and a distribution board (fuse box). One frequently refers to PLC systems operating up to this point as Access systems. Delivering broadband Internet Access over the electrical grid, also known as broadband over power line (BPL), amounted at the end of 2008 to less then 1% of the worlds Access customers (65% used DSL, 21% used cable) [27] . BPL is, however, on the rise, especially in rural areas and in developing countries with a poorly developed fixed telephone line and coaxial cable infrastructure [16] . Apart from general Internet Access, automated meter reading (AMR) systems frequently used ultranarrowband power line communication (UNB-PLC) technologies like Turtle [28] and TWACS [29, 30] to gain access and control over the energy meters within private homes. UNB-PLC systems are usually designed to communicate over long distances with their signals passing through the LV/MV transformers. This helps to keep the amount of required modems and repeaters to a minimum. Drawbacks are low data rates in the order of 0.001 bit/s and 60 bit/s for Turtle and TWACS, respectively, and sometimes limitations to unidirectional communications. These UNB-PLC technologies are mentioned here as they are among the pioneers in the AMR [32] , and G3-PLC [33, 34] . NB-PLC bidirectional data rates lie in the order of hundred kbit/s, while partly preserving the advantage to communicate over long ranges and through transformers.
From the distribution board the LV lines run up to the different power sockets in every room. Lines may also run to an electric vehicle service equipment (EVSE) as indicated in Figure 1 . For reliable home area network (HAN) high data rate applications, broadband power line communication (BB-PLC) technologies are becoming more and more attractive. Fieldproven BB-PLC technologies provide data rates of more than 200 Mbit/s [35] , making it easy to fulfill the users' home entertainment needs including high definition television (HDTV). Upcoming SG services in the home include granular control of smart appliances, the ability to remotely manage electrical devices, and the display of consumption data. Consumer awareness usually leads to a change in consumption habits and in the sequel to energy savings between 10% and 20% [36] .
NB-PLC solutions have for a long time been used for home automation applications [14] , and it is believed that the well-established automation systems, like BACnet [37] , KNX (ISO/IEC 14543-3-5, EN 50090) [38] , and LON (ISO/IEC 14908-3, ANSI 709.2) [39, 40] , are being integrated into upcoming Smart Home concepts [10] . Nevertheless the following also leaves these technologies at a sideline in favor of more recent standards like IEEE 1901 and ITU-T G.hn for BB-PLC applications and IEEE 1901.2 and ITU-T G.hnem for NB-PLC applications.
Channel and Noise Aspects
The power line channel and noise situations heavily depend on the scenario and, hence, span a very large range. Generally, it can be said that the PLC channel exhibits frequency selective multipath fading and a low-pass behaviour. Further, alternating-current-(AC) related cyclic short-term variations and abrupt long-term variations can be observed.
Frequency Selectivity.
To understand the effects that lead to frequency selective fading consider, for example, the stub line schematic in Figure 2 . An impedance-matched transmitter is placed at . marks the point of a branch, also called an electrical T-junction. An impedance-matched receiver is placed at . A parallel load is connected at . Transmissions and reflections lead to a situation where a PLC signal travels in form of a direct wave from over to . Another signal travels from over to , bounces back to , and reaches . All further signals travel from to and undergo multiple bounces between and before they finally reach . The result is a classical multipath situation, where frequency selective fading is caused by in-phase and antiphase combinations of the arriving signal components. The corresponding transfer function can readily be derived in close form as an infinite impulse response filter [41] . One important parameter capturing the frequency selectivity characteristics is the root mean square (rms) delay spread (DS). For example, designing orthogonal frequency-division multiplexing (OFDM) systems, the guard interval might be chosen as 2 to 3 times the rms DS to deliver good system performance [42] . To provide an orientation, the mean of the observed rms DS for a band from 1 MHz up to 30 MHz in the MV, LV-Access and LV-In-Home situations in [24, 42] was reported to be 1.9 s, 1.2 s, and 0.73 s, respectively.
Time Variation.
Besides multipath fading, the PLC channel exhibits time variation due to loads and/or line segments being connected or disconnected [43] . Further, through synchronizing channel measurements with the electrical grid AC mains cycle Cañete et al. were able to show that the InHome channel changes in a cyclostationary manner [44] [45] [46] .
Low-Pass Behavior.
Untill now the low-pass behavior of PLC channels has not been considered. It results from dielectric losses in the insulation between the conductors and is more pronounced in long cable segments such as outdoor underground cabling. Transfer function measurements on different cable types and for different lengths can be found in [47, 48] . Using a large set of field trials, low-pass mean gain models are derived in [24] . Over the range from 1 to 30 MHz the mean gain in dB is approximated by linear models. Consider again the PLC scenarios from Figure 1 . The mean gain from the secondary transformer to the HAP, labeled M3 and M4, writes [24] LV-Access = − (
where is frequency in MHz, is distance in meters, and the coefficients 1 to 4 are 0.0034 dB/(MHz m), 1.0893 dB/MHz, 0.1295 dB/m, and 17.3481 dB, respectively. The mean gain model in dB for MV lines, as well as for LV-In-Home situations is given by [24] MV or LV-In-Home = − ( 1 ⋅ + 2 ) .
(2)
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For the LV-In-Home situation the mean gain is given from the mains distribution board to a socket in a room, labelled M5 and M6 in Figure 1 . The coefficients are 1 = 0.596 dB/MHz and 2 = 45.325 dB. The MV gain describes the channel between two primary transformers on the MV side, indicated by M1 and M2 in Figure 1 . Its coefficients are 1 = 1.77 dB/MHz and 2 = 37.9 dB. In both situations the model is not distant dependent. For the MV situation this is due to the fact that not enough measurement results were available to construct a distant-dependent model. Hence, in this case the model is limited to situations where the distance between M1 and M2 is around 510 m. Nevertheless, correction factors are proposed in [24] to determine the mean gain at other distances. For the LV-In-Home situation the model is not distance dependent either as "distance" in an In-Home situation is a hard-to-define term. Power line networks in such situation exhibit usually a large amount of branches, and a detailed floor plan to determine cable length cannot always be obtained. This leads to a situation where the low-pass behavior is less pronounced in the In-Home case. Further, in the MV-and the LV-Access situation the attenuation drastically increases with frequency. This goes well in line with the findings in [49] and is one of the reasons why BB-PLC Access networks are frequently operated in the lower frequency range, for example, between 1 and 10 MHz, while BB-PLC In-Home networks might operate at frequencies above 10 MHz.
MIMO Channel.
For a long time, the power line channel has been regarded as single-input single-output (SISO) channel, based on two conductors. Nevertheless, in many InHome installations three wires, namely, live (L) (also called phase (P)), neutral (N), and protective earth (PE), are common [50] . Further, medium-and high-voltage installations often make use of four or more conductors. In this respect, a theoretical framework of multiconductor transmission line theory is extensively treated in [51] . Further, channel characterization and modeling work directly related to multiconductor PLC are available in [52] [53] [54] [55] [56] [57] [58] [59] [60] [61] [62] [63] .
MIMO Couplers.
In general, the observed channel characteristics are not independent from the coupling devices used to inject and receive the power line signal. [55] , and (c) a Star-style coupler [64] . Coupler designs are tightly related to radiated emission treated in more detail in Section 4 [62] . According to the Biot-Savart law the main source of radiated emission is the common mode (CM) current [65] . To avoid radiated emission, traditionally PLC modem manufacturers aim at injecting the signal as symmetrically as possible. In this way, two 180 ∘ out of phase electric fields are generated that neutralize each other resulting in little radiated emission. This desired symmetrical way of propagation is also known as differential mode (DM). Specifically, to avoid the injection of CM, feeding MIMO PLC signals can be done using the delta or T-style couplers from Figures 3(a) or 3(b) . The delta, also called transversal probe, consists of three baluns arranged in a triangle between L, N, and PE. The T-style coupler feeds a differential mode signal between L and N plus a second signal between the middle point of L-N to PE. Receiving the PLC signals is also possible using the star-style or longitudinal coupler. There three wires are connected in a star topology to the center point. The benefit of this coupler is the possibility to receive CM signals which enables a forth reception path. On average CM signals are less attenuated than DM signals [64] . This is why it may be interesting to receive them, especially for highly attenuated channels.
Noise Characterization and Modeling.
Turning from the channel to the noise situation, power line noises can be grouped based on temporal and spectral characteristics. Following, for example, [48, 66] [44, 67] . Besides, specific results on MIMO system noise are presented in [68, 69] . A statistical approach to average colored background noise modeling is presented in [24] based on a large amount of noise measurements in MV, LV-Access and LV-In-Home situations. Although a lot of the details get lost by averaging, the results can still deliver some interesting rule of thumb when one wants to determine a likely average noise level. One general finding is that the mean noise power falls off exponentially with frequency. Derived from [24] the mean noise power spectral density (PSD) in dBm/Hz is given by Journal of Electrical and Computer Engineering where the last term normalizes out the 30 kHz bandwidth used in the noise measurement process. The coefficients 1 to 3 are given in Table 2 . The resulting noise models correspond to the measurement points M1 to M6 in Figure 1 .
3.7.
Mean SNR Considerations. Details on Tx limits will be discussed in Section 4. For simplicity, assume for now that a power line signal with = −50 dBm/Hz may be injected. Using the gain and noise models from (1) to (3) the mean signal-to-noise ratio (SNR) can then be calculated as
The mean SNRs for the various connections between the measurement points M1 to M6 in Figure 1 are plotted in Figure 4 . One should note that, although the channel gain between two measurement points is symmetric, the noise at the measurement points differs. Hence, five different curves are produced. It can be seen that especially the lower part of the spectrum, up to 10 MHz, is very well suited for Access and Backhaul applications. Further, for In-Home applications the entire spectrum from 1 to 30 MHz promises high mean SNRs in the order of 40 dB, which goes also well in line with the findings in [71] . Further interesting results for the frequency range up to 100 MHz are available in [61-63, 69, 72] .
In general, the results show that there is a high potential for PLC if the estimated mean SNRs can be exploited in PLC modems. However, the presented mean results have to be handled with care. One should bear in mind that the mean SNR models from [24] exhibit a significant standard deviation. Further, effects due to frequency selectivity, narrowband interference, impulsive noise, and time variation are not reflected in Figure 4 . Whether the estimated mean SNRs translate into high PLC data rates depends not at last on the PLC modem's signal processing algorithms, its component quality, and permissible implementation complexity.
Electromagnetic Compatibility Regulations
Power line cables were not designed to carry communication signals and, hence, give rise to conducted emission, as well as radiated emission that may interfere, for example, with Amateur Radio or radio broadcast receivers. When looking at power line electromagnetic compatibility (EMC) regulations, one may distinguish between regulations for NB-PLC and BB-PLC.
The NB-PLC regulations deal with the spectrum from 3 kHz up to around 500 kHz. Important NB-PLC regulations are listed in Table 3 . Being a subset of all other bands, the European Committee for Electrotechnical Standardization (CENELEC) bands are the only ones available on a global basis. Four CENELEC bands are defined as (3-95 kHz), , (125) (126) (127) (128) (129) (130) (131) (132) (133) (134) (135) (136) (137) (138) (139) (140) , and (140-148.5 kHz) [73] . Besides specifying transmission limits and their measurement procedures, the CENELEC standard also mandates that the A band may only be used by Energy Suppliers and their licensees, while the other bands may be used by consumers. Further, devices operating in C band have to comply with a carrier sense medium access/collision avoidance (CSMA/CA) protocol that allows a maximum channel holding period of 1 s, a minimum durations between channel uses by the same device of 125 ms, and a minimum time of 85 ms before declaring the channel idle. For the USA, there are currently ongoing efforts [74] to specify the band from 9 kHz to 534 kHz for NB-PLC operations with a mandatory CSMA/CA protocol compliant with CENELEC EN 50065-1 [73] . The advantages are that equipment manufacturers would be easily able to adapt their NB-PLC products to the EU and USA market and to many other markets that follow these standards.
Turning the view to BB-PLC one may again distinguish two frequency ranges, that is, 1 MHz to 30 MHz, where conducted emission is at the focus of regulation, and 30 MHz to 100 MHz, where the focus shifts to radiated emission.
The Comité International Spécial des Perturbations Radioélectriques (CISPR), founded in 1934 and now part of the International Electrotechnical Commission (IEC), was [77] making efforts to regulate BB-PLC generated interference. At the beginning CISPR 22 [78] defined two sets of limits and measurement methods for conducted emissions of telecommunication equipment. One set was defined for the telecommunication port, and the other was defined for the mains port. For PLC modems, it is not defined whether the PLC signal port, which at the same time is used for power supply, is considered as a mains or as telecommunication port. The method for telecommunication ports respects the symmetry properties of the attached cable. Asymmetries like an open light switch or asymmetrical parasitic capacitances convert the symmetrically fed signals into common mode signals [65] . However, the method used for devices connected to the mains, specified in CISPR 16 [79] , is based on measuring the asymmetric voltage level of either the phase or neutral wire to the ground. From the perspective of a PLC modem, this is the worst case, because this voltage consists of asymmetric and symmetric voltage; that is, not only the emission, and therewith the interference relevant part, but also the desired signal is measured and compared against emission limits. IEC CISPR/I/89/CD [80] tried to clarify the situation by interpreting PLC as an application following the telecommunication limits of CIPSR 22. Therefore, the longitudinal conversion loss (LCL) parameter was used in an identical way as, for example, in the testing of digital subscriber line (DSL) equipment. The benefit of using the LCL parameter is the simplicity of measuring it. It is a reflection parameter whose measurement requires an equipment to be connected to only one location of the grid. Other possibilities to verify the potential of interference would have been to place antennas and measure the field generated by the fed PLC signal. However, this would make a measurement setup significantly more cumbersome and error prone. Nevertheless, with respect to highly attenuated wires like the power lines the much simpler measurement of a reflection parameter as in [80] (i) An emission measurement procedure at the PLT port while no communication takes place.
(ii) A second emission measurement procedure at the PLT port when normal PLC takes place.
(iii) A general cap on the injected PSD of −55 dBm/Hz.
(iv) Permanent notching of certain parts of the radio spectrum, that is related to amateur radio and aeronautical bands.
(v) A procedure for adaptive notching, meaning that the PLC equipment senses the presence of radio services and notches the affected frequencies for its own operation.
(vi) A procedure of adaptive transmit power management, meaning that the transmitting equipment limits its transmit power as a function of channel attenuation and noise to a level below the allowed maximum, that is just sufficient to achieve the required data rate.
EN50561-1:2012 was approved in November 2012, which finally gives certainty to PLC stakeholders on interference limits.
In the USA the Federal Communications Commission (FCC) is in charge of regulating electromagnetic emissions. In general, all digital equipments have to comply with the FCC part 15 standard (47 CFR §15) [76] . Specifically, Access PLC systems over medium-and low-voltage power lines and for a frequency range from 1.705 to 80 MHz are treated in the standard's Section G. Conducted emission limits are explicitly not applicable, but radiated emission limits are imposed through a transmit power spectral density mask. Additionally, PLC systems have to be able to notch certain frequencies that might be used by other services. Further, the FCC defines excluded bands where no PLC signal shall be injected, as well as geographical exclusion zones close to which no Access PLC systems may be deployed. Further, procedures in which service providers inform about prospective PLC Access deployments and complaint handling procedures are a requirement.
More details on PLC EMC regulations as well as conducted and radiated interference measurement results can be found in [6, 61, 86] 
Narrowband PLC
Narrowband power line communication systems usually operate in the frequency range from 3 kHz to 500 kHz, that is, the CENELEC/ARIB/FCC bands. Following, for example, the nomenclature in [5] , they can be subdivided into low data rate (LDR) and high data rate (HDR) systems. LDR systems have throughputs of a few kbit/s and usually are based on single carrier technology. Example standards, listed in the NIST Smart Grid Interoperability Panel (SGIP) Catalog of Standards [3, 13] , are ISO/IEC 14908-3 (LON, ANSI/EIA 709.2) [39, 40] and ISO/IEC 14543-3-5 (KNX, EN 50090) [38] . These standards span all layers of the open systems interconnection (OSI) model and can, besides over power line, also be used over other media such as twisted pair and in some cases even wirelessly. Their main area of application has been industrial and building automation. In this respect a further popular protocol is BACnet (ISO 16484-5 [37] ). The following, however, will focus on the physical layer (PHY) of high data rate (up to 1 Mbit/s) NB-PLC. As in many other communication systems OFDM has emerged as the modulation scheme of choice for HDR NB-PLC. Example HDR NB-PLC systems are G3-PLC [33] and PRIME [88] that have made it into ITU G.hnem standardization as ITU G.9903 [89] and ITU G.9904 [90] , respectively. Both are also supported via interoperability modes in IEEE 1901.2. With respect to coexistence, the NIST priority action plan 15 (PAP15) working group recently approved that newly developed NB-PLC standards shall all implement a single coexistence protocol as to "have minimal performance impact on the existing deployed devices, " that is, devices using ISO/IEC 14543-3-5, IEC 61334-3-1, IEC 61334-5-1, IEC 61334-5-2, and IEC 61334-4-32 [91] .
PRIME. PRIME, for Power line-Related Intelligent-
Metering Evolution, was developed within the PRIME Alliance, with its steering committee chaired by the Spanish utility heavyweight Iberdrola [32] . The PRIME system uses a total of 96 ODFM subcarriers over the frequencies from 42 kHz to 89 kHz, that is, within the CENELEC A-band. Further, it deploys differential binary, quaternary, and eightphase shift keying (BPSK, QPSK, and 8PSK) and an optional 1/2-rate convolutional code. Therewith it is able to achieve a PHY peak data rate of 128.6 kbit/s [92] . The OFDM symbol interval is of 2240 s including a 192 s cyclic prefix which suffices to deal with most common power line delay spreads. Further, to deal with unpredictable impulsive noise PRIME offers the option to implement automatic retransmission request (ARQ), based on the selective repeat mechanism. Turning to the system architecture, PRIME is forming subnetworks, where each subnetwork has one Base Node and several Service Nodes. The base node is the "master" that manages the subnetwork's resources and connections using a periodically sent beacon signal. The base node is further responsible for PLC channel access arbitration. A contention free and a contention-based access mechanism exists, whose usage time and duration are decided by the base node. Within the contention-free time division multiplex (TDM) channel access period, the base node assigns the channel to only one node at a time. The contention-based access uses CSMA/CA [88, 92] . To assure privacy, authentication, and data integrity a Security Profile 1 is defined, that uses 128-bit AES encryption [93] . The specification also defines a Security Profile 0 equivalent to no encryption and leaves room for the definition of two further security profiles in future releases. To interface MAC and application layer, PRIME defines a convergence layer (CL) between the two. The CL can be split into a Common Part Convergence Sublayer (CPCS) and a Service Specific Convergence Sublayer (SSCS). The CPCS performs tasks of data segmentation and reassembling and is adjusted to the specific application. Three SSCSs are currently defined: the "NULL Convergence Sublayer provides the MAC layer with a transparent way to the application, being as simple as possible and minimizing the overhead. It is intended for applications that do not need any special convergence capability. " "The IPv4 Convergence Layer provides an efficient method for transferring IPv4 packets over the PRIME network. " Finally, the IEC 61334-4-32 Convergence Layer "supports the same primitives as the IEC 61334-4-32 standard" [94] , making it easy, for example, to support advanced metering applications that make use of the standardised data models of IEC 62056-62 [95] . PRIME could therefore also be used to replace the aging PHY and MAC layer of the single carrier power line standard IEC 61334-5-1 [96] , also known as S-FSK, for spread frequency shift keying.
G3-PLC.
The other OFDM-based HDR NB-PLC specification, G3-PLC [97] [98] [99] was published in August 2009. It can be configured to operate in the internationally accepted bands from 10 kHz to 490 kHz (FCC, CENELEC, and ARIB). Using differential BPSK, QPSK, and 8PSK for constellation mapping and concatenated convolutional Reed-Solomon forward error correction coding, it reaches PHY peak data rates close to 300 kbit/s. Peak and typical data rates for various frequency bands have been reported in [100] and are, for convenience, also listed in Table 4 . The MAC layer is based on IEEE 802. 15.4-2006 [101] . 6LoWPAN [102] is used to adapt the IEEE 802.15.4-2006 MAC to IPv6 [103] . This allows the application layer to comply with ANSI C12.19/C12.22 [104] or IEC 62056-61/62 (DLMS/COSEM) [105, 106] to run standard Internet services.
A comparison between PRIME and G3-PLC, mainly focusing on physical layer aspects is presented in [107] . There it is found that G3-PLC is slightly more robust when disturbed by AWGN and narrowband interference, while PRIME is the less complex system, which could allow cheaper implementations.
IEEE 1901.2 and ITU-T G.hnem.
The specifications PRIME and G3-PLC form the baseline in the ongoing NB-PLC standardization processes within IEEE 1901.2 [108] . Compliant devices are supposed to support interoperability modes with PRIME and G3-PLC in the CENELEC A band and have as minimum a requirement to implement one of the PHY/MACs referred to as Main 1901.2, G3 CENELEC A, and PRIME CENELEC A [109] . G3-PLC and PRIME have also been approved as ITU recommendations G.9903 [89] and G.9904 [90] , respectively in October 2012. Together with ITU G.9901 [110] and ITU G.9902 [111] they now supersede what was formally ITU G.9955/G9956. ITU G.hnem development is oriented on Smart Grid use cases, like support of pricing awareness, load control, and demand response, and it has been agreed to meet the requirements set forth by NIST PAP15. There are still some open issues, for example, with respect to ITU G.hnem IEEE 1901.2 coexistence. Implementers that cannot wait might consider that due to relatively low signal processing complexity, NB-PLC modems can be implemented on a digital signal processor (DSP). This allows for upgradeability via software updates and can especially be an advantage for early stage customer premises deployments where a hardware update would be prohibitively expensive. An upgradeable DSP solution that supports PRIME as well as G3-PLC is, for example, offered by Texas Instruments [112] .
Broadband PLC
In the last decade, BB-PLC chips by semiconductor vendors, such as Intellon (in 2009 acquired by Atheros, Atheros in 2011 acquired by Qualcomm) [113] , DS2 (in 2010 acquired by Marvell) [114] , Gigle (in 2010 acquired by Broadcom) [115] , and Panasonic [116] , came to market that operate in the band from around 1 MHz to 300 MHz. The chips are mainly based on three consortia backed specifications developed within the frameworks of the HomePlug Powerline Alliance (HomePlug) [117] , the Universal Powerline Association (UPA) [118] , and the High Definition Power Line Communication (HD-PLC) Alliance [119] . Related products allow data rates around 200 Mbit/s and are not interoperable. However, to make PLC systems a broad success, an internationally adopted BP-PLC standard became essential. The International Telecommunications Union (ITU) as well as the Institute of Electrical and Electronics Engineers (IEEE) commenced work on such next generation standards, namely, ITU-T G.hn and IEEE 1901. ITU-T G.hn is not only applicable to power lines, but also to phone lines and coaxial cables, therewith for the first time defining a single standard for all major wireline communications media. At the end of 2008, the PHY layer and the overall architecture were consented in ITU-T Recommendation G.9960 [120] . The Data Link Layer (DLL) Recommendation G.9961 [121] was approved in June 2010, and a MIMO transceiver extension G.9963 was consented in September 2011 [122] . Alongside, the HomeGrid Forum was founded to promote the ITU-T G.hn standard and to address certification and interoperability issues [123] . Simultaneously, IEEE P1901 [124] Table 5 .
While the general concepts are similar, one should note that G.hn defines a PHY/DLL used for operation over any wireline medium. Primarily, the OFDM parameters are adjusted to account for different medium-dependent channel and noise characteristics. On the contrary, IEEE 1901 defines two disparate PHY/MAC technologies based on HomePlug AV and HD-PLC. One of the key differences is their frequency division-multiplexing scheme. The HomePlug AVbased version uses the Fast Fourier Transform (FFT), while the HD-PLC based version uses Wavelets. Hence, they are sometimes also referred to as FFT-PHY and Wavelet-PHY, respectively. A special coexistence mechanism has to be used when operating IEEE 1901 devices from both PHYs on the same power line which is standardized within IEEE 1901 as Inter-System Protocol (ISP) (see also [127] or [128] ). A nearly identical mechanism was standardized by ITU-T in G.9972 [129] , also known as G.cx. Technical contributions to ITU, and IEEE from members of the NIST PAP15 assured the alignment of both standards. As a result, it is likely that the The coexistence mechanism is thought for the case where disparate networks would otherwise be interfering with each other. Another likely scenario is that same technology networks exist in close proximity, with the risk of so-called neighboring network interference. To deal with neighboring network interference G.hn uses different preamble-symbol seeds in each network. Therewith, G.hn networks are able to coexist and communicate simultaneously, that is, not using time division. Instead, link adaptation procedures adjust the throughput to cope with degraded signal to interference plus noise ratios (SINR). In many cases the throughput will be throttled only slightly allowing G.hn networks to coexist nearly unimpeded. On the other hand, IEEE 1901 relies on a CSMA/CA medium access strategy, which may lead to an increased number of collisions. As countermeasure, IEEE 1901 introduces a coordinated mode that allows neighboring networks to allocate times over the shared medium for specific communications. This coordinated time division multiple access (TDMA) mode enables traffic to get through unimpeded albeit at the price of time division (orthogonal throughput sharing). In every domain there is a domain master that coordinates operation of all nodes. G.hn nodes of different domains communicate with each other via Interdomain Bridges (IDBs). IDBs are simple data communications bridges on OSI Layer 3 and above, enabling a node in one domain to pass data to a node in another domain. In a multi-domain situation, a Global Master (GM) provides coordination of resources, priorities, and operational characteristics between G.hn domains. Besides, G.hn domains can be bridged to alien (non-G.hn) domains, for example, to IEEE 1901/1901.2, wireless technologies, and so forth. For example, besides the UAN/AMI connection through the ESI, the HAN might be connected to the outside world via a DSL or cable modem gateway communicating with the G.hn HAN via an alien domain bridge.
ITU-T G.hn Low Complexity

HomePlug Green PHY.
In analogy to the ITU G.hn low complexity profile (LCP), the HomePlug Powerline Alliance has released the HomePlug Green PHY specification. HomePlug GreenPhy is a subset of HomePlug AV that is intended for use within Smart Grid applications. It is compatible to HomePlug AV, AV2, and IEEE 1901 and is optimized for low power applications and costs. GreenPhy uses the most robust communication mode (called ROBO) of HomePlug AV technology. OFDM carrier spacing, signal preamble, frame control, and FEC are identical to HomePlug AV to ensure interoperability. This also results in identical coverage and reliability to Smart Grid functions. CSMA/CA is used as channel access scheme. Data rates are up to 10 Mbit/s. GreenPhy nodes may use long power save periods if a higher latency is acceptable. In the sleep state modems have only a 3% power consumption compared to the awake time resulting in an average power reduction of more than 90% with respect to standard HomePlug AV products. 
Application Layer Interoperability
Although there is still an ongoing struggle between stakeholders promoting the various NB-PLC and BB-PLC technologies, it seems clear that IP support will become paramount to assure Smart Grid interoperability. Along these lines, the HomePlug Alliance (promoting IEEE P1901) and the HomeGrid Forum (promoting ITU G.hn/G.hnem) have joint forces with wireless stakeholders, namely, the Wi-Fi Alliance and the ZigBee Alliance. Together they formed the Consortium for Smart Energy Profile 2 (SEP2) Interoperability with the intention "to develop common testing documents and processes for certifying SEP 2 interoperability" [131] . Smart Energy Profile 2 (SEP2) originates from smart energy-related upper-layer developments (OSI layer 5 to 7) within the ZigBee Alliance [132] . It is compatible to the International Electrotechnical Commission's Common Information Model (CIM) [133, 134] and is kept link layer agnostic. Further, it is described using extensible markup language (XML) [135] and follows a Representational State Transfer (REST) [136] architecture. Moreover, data transport takes place using Hypertext Transfer Protocol (HTTP) [137] .
By opting for these widely adopted building blocks, SEP 2 can benefit from a large knowledge and developer base and is regarded by NIST as an import specification to allow interoperability between various home area network devices [13] .
Conclusions
Although there are strong wireless and wireline communication competitors, it is believed that power line communications (PLCs) will fulfill various communication tasks in upcoming Smart Grid deployments as PLC provides the natural upgrade from simple electricity conductors to hybrid and bidirectional electricity and data communication solutions.
Seen from a utility point of view, one of the main advantages of PLC is the full control over the physical medium, without the need to depend on third party providers like telecommunication companies or cellular operators. Especially, PLC standardization and harmonization as, for example, fostered by NIST PAP15, are important for the PLC industry as a whole when defending territory against competing wireless and wireline options.
In terms of broadband PLC (BB-PLC), the coexisting standards ITU-T G.hn and IEEE P1901 with the expanded HomePlug AV2 specification are currently the most promising, while narrowband PLC (NB-PLC) standardization, that is, IEEE P1901.2 and ITU-T G.hnem, is still ongoing.
Cases where NB-PLC and BB-PLC systems operate on the same physical medium will become more frequent with increasing PLC system penetration. Nevertheless, coexistence of the two should be straight forward as they are using different frequency ranges. In general, interconnections between different coexisting NB-PLC and BB-PLC standards can then be established by OSI Layer 3 bridges as suggested, for example, in [108, 138] .
When looking at higher layer interoperability, the recent foundation of the Consortium for Smart Energy Profile 2 Interoperability, is a promising step forward to allow users and operators to deploy various wireless and wireline technologies with seamless interoperability at the application layer which is regarded as essential for widespread Smart Grid acceptance.
